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DETAILED ACTION 

1 . Claims 1 -21 are presented for examination. 

2. Claims 1,3,6,8,12,15,18 and 20 are amended. 

3. In light of Applicant's amendment, the objection of claims 1 , 3, 6-8,12, 18 and 20 
are withdrawn. 

4. In light of Applicant's amendment, the previous rejection of claims 1-7, 18 and 1 9 
under 35 USC § 1 12 (second paragraph) are withdrawn. 

Response to Arguments 

5. Applicant's amendments/arguments filed on 04-18-201 1 have been fully 
considered but are moot in view of the new ground(s) of rejection. 

Examiner note 

6. Amended claims 1 and 18 do not include the text of the immediate prior version. 
For example prior version of claim 1 , in step d, includes, "according to an 
authentication success on the transmitted authenticator of the subscriber by the 
authentication server". However, newly amended claim does not include such 
limitation. Amended claims must be presented with markings to indicate the changes 
that have been made relative to the immediate prior version . The changes in any 
amended claim must be shown by strike-through (for deleted matter) or underlining (for 
added matter). In order to expedite the procession a notice of non-compliance has not 
been issued and examiner has considered the limitation of "according to an 
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authentication success on the transmitted authenticator of the subscriber by the 
authentication server" as a deleted matter which applicant has inadvertently removed 
instated of showing the deletion by strike-through for the deleted matter. 
Claim 18 includes similar error. 

Information Disclosure Statement PTO-1449 

7. The Information Disclosure Statement submitted by applicant on01 -27-201 1 has 
been considered. Please see attached PTO-1449. 

Claim Rejections - 35 USC § 1 12 

8. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification sliall conclude witli one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

9. Claims 8 and 20 are rejected under 35 U.S.C. 1 1 2, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 

Claim 8 in step (e), line 21 , recites: wherein the authenticator of the 
authentication server is authenticated by the subscriber station using a value which the 
subscriber station encrypts and generates as the encrypted value ". It is not clear if 
"the encrypted value" is referring back to encrypted value of the step c ("the 
authentication server receiving an encrypted value ") or "the encrypted value" is referring 
to the "value which subscriber station encrypts" in line 21 of the claim. For purpose of 
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the examination examiner considers "the encrypted value" is referring to the "value 
which subscriber station encrypts" in line 21 of the claim. 

Claim Rejections - 35 USC § 103 

1 0. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) patent may not be obtained though the invention is not identically disclose or described as set forth 
in section 1 02 of this title, if the differences between the subject matter sought to be patented and the 
prior art are such that the subject matter as a whole would have been obvious at the time the invention 
was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1 1 . Claims 1 -21 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Halasz et al. (US Patent No. 6,996,714) in view of Mackenzie (US Publication No. 
2002/0194478) further in view of Chen et al. (US Patent No. 5,784,463). 

As per claim 1 and 18, 

Halasz teaches in a key exchange method for mutual authentication at a 
subscriber station accessed to an authentication server through a wired/wireless 
communication, a two-factor authenticated key exchange method comprising: the 
subscriber station receiving a random number generated by the authentication 
server; encrypting a first predetermined value using the received random 
number, a password predefined in the subscriber station, and a key stored in a 
token, and transmitting the encrypted first predetermined value and a generated 
authenticator of the subscriber to the authentication server (column 7, lines 7-50); 
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the subscriber station receiving the authentication server's authenticator from 
the authentication server (column 7, lines57-column 8, line 15). 

Halasz does not explicitly teach the subscriber station transmitting a key to 
the authentication server, the key being generated using an identifier of the 
subscriber station and a public key of the authentication server; authenticating 
the generated authenticator of the subscriber using the encrypted first 
predetermined value and generates the authentication server's authenticator 
when the authentication is successful; and wherein the authentication server's 
authenticator is generated by the authentication server using the encrypted first 
predetermined value transmitted from the subscriber station, and wherein the 
subscriber station authenticates the authentication server's authenticator using 
the first predetermined value . However, in an analogous art, Mackenzie teaches 
the subscriber station transmitting a key to the authentication server, the key 
being generated using an identifier of the subscriber station and a public key of 
the authentication server (paragraph [0060], [0062]). Therefore it would have 
been obvious to one having ordinary skill in the art at the time the invention was 
made to modify Halasz to include the subscriber station transmitting a key to the 
authentication server, the key being generated using an identifier of the 
subscriber station and a public key of the authentication server. This would have 
been obvious because person having ordinary skill in the art at the time the 
invention was made would have been motivated to improve computational 
efficiency associated with network authentication and key exchange (paragraph 
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[0002]). Halasz in view of IVIackenzie does not explicitly teach ; authenticating 
the generated authenticator of the subscriber using the encrypted first 
predetermined value and generates the authentication server's authenticator 
when the authentication is successful; and wherein the authentication server's 
authenticator is generated by the authentication server using the encrypted first 
predetermined value transmitted from the subscriber station, and wherein the 
subscriber station authenticates the authentication server's authenticator using 
the first predetermined value. However, in an analogous art, Chen teaches 
authenticating the generated authenticator of the subscriber using the encrypted 
first predetermined value (column 5, lines 48-54) and generates the 
authentication server's authenticator when the authentication is successful 
(column 5, lines 54-60); and wherein the authentication server's authenticator is 
generated by the authentication server using the encrypted first predetermined 
value transmitted from the subscriber station, and wherein the subscriber station 
authenticates the authentication server's authenticator using the first 
predetermined value (column 5, lines 58-62). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Halasz and Mackenzie to include 
authenticating the generated authenticator of the subscriber using the encrypted 
first predetermined value and generates the authentication server's authenticator 
when the authentication is successful; and wherein the authentication server's 
authenticator is generated by the authentication server using the encrypted first 
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predetermined value transmitted from tlie subscriber station, and wherein the 
subscriber station authenticates the authentication server's authenticator using 
the first predetermined value. This would have been obvious because person 
having ordinary skill in the art at the time the invention was made would have 

been motivated to secure a computer system from unauthorized access over an 
open or public network to which the computer is connected (column 1 , lines 9- 
11). 

As per claim 8 and 20, 

Halasz teaches in a method for an authentication server accessed to a 
subscriber station for wired/wireless communication to exchange a key for mutual 
authentication, a two-factor authenticated key exchange method comprising: the 
authentication server receiving a key ; the authentication server using the value 
received from the subscriber station detecting the subscriber's password, the key 
stored in a token, and a public key of the authentication server, generating a 
random number, and transmitting the random number to the subscriber station; 
the authentication server receiving an encrypted value generated by the 
subscriber station and the subscriber's authenticator based on the transmitted 
random number (column 7, lines 7-50); the authentication server establishing a 
first predetermined value generated by using the password, the key stored in the 
token, and the random number to be a secret key, decrypting the encrypted 
value received to generate a second predetermined value, authenticating the 
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received authenticator of the subscriber based on tine second predetermined 
value, and receiving the subscriber's authenticator when the authentication is 
successful; and the authentication server using the password, the key stored in 
the token, and, the public key, and transmitting the authenticator of the 
authentication server to the subscriber station (column 7, lines57-column 8, line 
15). 

Halasz does not explicitly teach a key which is generated by the 
subscriber station by using an identifier and a public key of the authentication 
server, and wherein the authenticator of the authentication server is 
authenticated by the subscriber station using a value which the subscriber station 
encrypts and generates as the encrypted value. However, in an analogous art, 
Mackenzie teaches a key which is generated by the subscriber station by using 
an identifier and a public key of the authentication server (paragraph [0060]. 
[0062]). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Halasz to include a key which is 
generated by the subscriber station by using an Identifier and a public key of the 
authentication server. This would have been obvious because person having 
ordinary skill in the art at the time the invention was made would have been 
motivated to improve computational efficiency associated with network 
authentication and key exchange (paragraph [0002]). 
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Halasz in view of IViacl^enzie does not explicitly teach wherein the 
authenticator of the authentication server is authenticated by the subscriber 
station using a value which the subscriber station encrypts and generates as the 
encrypted value. However, in an analogous art, Chane teaches the authenticator 
of the authentication server Is authenticated by the subscriber station using a 
value which the subscriber station encrypts and generates as the encrypted 
value (column 5, lines 58-68). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the Invention was made to modify Halasz and Mackenzie to Include 
the authenticator of the authentication server is authenticated by the subscriber 
station using a value which the subscriber station encrypts and generates as the 
encrypted value. This would have been obvious because person having ordinary 
skill In the art at the time the Invention was made would have been motivated to 
secure a computer system from unauthorized access over an open or public 
network to which the computer is connected (column 1 , lines 9-1 1 ). 

As per claim 15, 

Halasz teaches In a mutual authentication method through a two-factor 
authenticated key exchange between a subscriber station and an authentication 
server in a wireless communication system in which the subscriber station and 
the authentication server are accessed through an access point, an 
authentication method through a two-factor authenticated key exchange 
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comprising: tine subscriber station receiving an identifier request from tine access 
point (column 7, lines 39-42); tfie subscriber station transmitting a key ; the 
authentication server using the key received from the subscriber station, 
detecting the subscriber's password, the secret key, and the public key of the 
authentication server, generating a random number, and transmitting the random 
number to the subscriber station through the access point (column 7, lines 1 -50); 
the subscriber station using the received random number, the password, and the 
key stored in the token, and transmitting an encrypted first predetermined value 
and the generated authenticator of the subscriber to the authentication server 
through the access point; the authentication server establishing a second 
predetermined value generated by using the password, the key stored in the 
token, and the random number to be a secret key, decrypting the encrypted 
value received , authenticating the received authenticator of the subscriber based 
on the decrypted value, and when the authentication is found successful, 
transmitting an authenticator of the authentication server generated by using the 
password, the key stored in the token, and the public key to the subscriber 
station through the access point; the subscriber station using the key stored in 
the token and the password, authenticating the received authenticator of the 
authentication server, and transmitting an authentication result to the 
authentication server through the access point; and the authentication server 
transmitting an access permission for the subscriber to the subscriber station 
through the access point when the authentication result transmitted from the 
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subscriber station is found successful (column 7, lines 45-column 8, line 15). 

Halasz does not explicitly teach a key which is generated by using an 
identifier of the subscriber station and a public key of the authentication server to 
the authentication server through the access point; and wherein the 
authentication server's authentication is generated by the authentication server 
using the encrypted first predetermined value transmitted from the subscriber 
station. However, in an analogous art, Mackenzie teaches a key which is 
generated by using an identifier of the subscriber station and a public key of the 
authentication server to the authentication server through the access point 
(paragraph [0060], [0062]). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Halasz to include a key which is 
generated by using an identifier of the subscriber station and a public key of the 
authentication server to the authentication server through the access point. This 
would have been obvious because person having ordinary skill in the art at the 
time the invention was made would have been motivated to improve 
computational efficiency associated with network authentication and key 
exchange (paragraph [0002]). 

Halasz in view of Mackenzie does not explicitly teach the authentication 
server's authentication is generated by the authentication server using the 
encrypted first predetermined value transmitted from the subscriber station. 
However, in an analogous art, Chane teaches the authentication server's 
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authentication is generated by the authentication server using the encrypted first 
predetermined value transmitted from the subscriber station (column 5, lines 58- 
68). 

Therefore it would have been obvious to one having ordinary skill in the art 
at the time the invention was made to modify Halasz and Mackenzie to include 
the authentication server's authentication is generated by the authentication 
server using the encrypted first predetermined value transmitted from the 
subscriber station. This would have been obvious because person having 
ordinary skill in the art at the time the invention was made would have been 
motivated to secure a computer system from unauthonzed access over an open 
or public network to which the computer is connected (column 1 , lines 9-1 1 ). 

As per claim 2, 3,9,10,16,19 and 21 , 

Halasz furthermore teaches wherein the key stored in the token is a 
symmetric key; and before (a),the subscriber station determining the symmetric 
key and the password used for a symmetric key algorithm and sharing the 
symmetric key and the password with the authentication server during a 
registration process; and the subscriber station generating a random number and 
precomputing the first determined value when the subscriber station does not 
exchange a key for authentication with the authentication server (column 7, lines 
35-column 8, line 15) . 
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As per claim 4 and 5, 

Halasz furthermore teaches wherein the subscriber station stores the 
password and the public key of the authentication server in the token ( column 4, 
lines 30-39); wherein the generated key is generated by applying a one-way 
Hash function to an Identifier of the subscriber station and the public key of the 
authentication server in (a) (column 5, lines 1-25). 

As per claim 6, 

Halasz furthermore teaches wherein (c) comprises: applying the Hash 
function to the received random number, the password, and the key stored In the 
token, and generating a second predetermined value; using the second 
predetermined value and encrypting the first predetermined value; using the 
random number and the first predetermined value, and generating the 
subscriber's session key; applying the Hash function to the generated session 
key, the password, the key stored in the token, and the identifier of the subscriber 
station, and generating the subscriber's authenticator; and transmitting the 
encrypted first predetermined value and the subscriber's authenticator to the 
authentication server (column 4, line 64, column 5, line 25). 

As per claim 7, 

Halasz furthermore teaches wherein (e) comprises: applying the Hash 
function to the subscriber's session key, the password, the key stored in the 
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token, and the public key of the authentication server, and generating a third 
predetermined value; determining whether the generated third predetermined 
value corresponds to the authenticator of the authentication server received from 
the authentication server; and determining that the authentication between the 
subscriber station and the authentication server is successful and receiving the 
authenticator of the authentication server when the generated third 
predetermined value is found to correspond to the authenticator of the 
authentication server (column 13, lines 12-27). 

As per claim 1 1 , 

Halasz furthermore teaches wherein the authentication server stores the 
key stored in the token, the password, and the secret key of the authentication 
server in a security file database (column 5, lines 1-25). 

As per claim 12, 

Halasz furthermore teaches wherein (d) comprises: applying the Hash 
function to the password, the key stored in the token, and the random number, 
and generating the first predetermined value; establishing the generated first 
predetermined value to be a secret key, decrypting the received encrypted value, 
and generating the second predetermined value; using the generated second 
predetermined value, the public key of the authentication server, and the random 
number, and generating a session key of the authentication server; determining 
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whether the value obtained by applying the Hash function to the generated 
session key, the password, the key stored in the token, and an identifier of the 
subscriber station corresponds to the received authenticator of the subscriber; 
and determining that the authentication for the subscriber is found to be 
successful and receiving the authenticator of the subscriber when the value 
corresponds to the received authenticator of the subscriber (column 4, line 64, 
column 5, line 25). 

As per claim 13, 

Halasz furthermore teaches wherein the session key of the authentication 
server is used to generate the authenticator of the authentication server in (e) 
(column 4, lines 30-39). 

As per claim 14, 

Halasz furthermore teaches wherein the subscriber station transmits a 
user name, a hashed value of the public key of the authentication server, and a 

domain name to the authentication server when the identifier of the subscriber 
station uses the NAI (network access ID) format in order to support global 
roaming and billing in (a) (column 13, lines 12-27). 
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As per claim 17, 

Halasz furthermore teaches wherein an extensible authentication protocol 
is used between the subscriber station and the access point, and a RADIUS 
protocol is used between the access point and the authentication server (column 
3, lines 19-28). 



Conclusion 

1 2. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to AN Abyaneh whose telephone number is (571 ) 272- 
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7961 . The examiner can normally be reached on Monday- Friday from (8:00-5:00). If 
attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Eleni Shiferaw can be reached on (571) 272-3867. The fax phone numbers 
for the organization where this application or proceeding is assigned as (571 ) 273-8300 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Pnvate PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). 

/A. A./ 

Examiner, Art Unit 2437 
/Eleni A Shiferaw/ 

Supervisory Patent Examiner, Art Unit 2437 



